Nutri-Net Remote Access (NNRA) BeyondTrust (formerly
Bomgar) Registration & Access Guide

STEP 1. NNRA BeyondTrust (formerly Bomgar) Registration &
Remote Access Guide

A) Registration portal

N

Vendor User Registration

o Required field

Please fill out the following fields in order to create an account. If you
have any issues, please contact support.

Display Name »

"First Name Last Name" - EX: Bob Ross

"First Initial Lastname.Company” - EX: BRoss.Crowdstrike
Email Address »

bob.ross@crowdstrike.com
Ermail Language

English (US) v
Comments

3rd Party remote vendor for (Specific Site location)

B) Registration confirmation

Beypnc_iTrust
IEl Privileged Remote Access

Thanks For Registering

Please check your email to confirm your registration. The vendor
administrator will not be able to review your request until your
registration is confirmed.

C) Email confirming registration and password reset

Nutrien Portal Confirmation Email
& Reply | ) Reply A
Email Notification Account for Retail Bomgar © | € Reply D Reply All | —> Forward | | Kfi
Wed 11/20/2024 10:31 AM

(i) This message was sent with High importance.

Thank you for registering through the Nutrien Portal. Please click the link to cenfirm your registration. The vendor administrator will not be able to approve or deny your account until your registration is
confirmed.

https://nutrien-poc.beyondtrustcloud.com/vendor/email address confirmation/5Pb8oND?code=6d5f4c882fe51de6d568311cel1678a5cf197af71caaf33f543895b1deb312014

‘You have received this email because this email address was used to register for a vendor portal. If you did not register, please disregard this email.

D) Vendor email is verified

BeyondTrust
[El Privileged Remote Access
Your Email is Verified

our email. You will be notified once your
ssed by the admir

Once your email’s been verified, Nutrien will receive notification and will
approve your new NNRA BeyondTrust (formerly Bomgar) account. See
STEP 2 (page 3).
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STEP 2: Vendor Receives Email Confirmation

E) Vendor received email to change password

New account at nutrien-poc.beyondtrustcloud.com

R e - . Repl! &5 R
@ Email Notification Account for Retail Bomgar ® | © Reply ) Rep

Te

®This message was sent with High importance.

Your BeyondTrust Privileged Remote Access account has been created at nutrien-poc.beyondtrustcloud.com.

Before you can log in you must reset the password on your account. Please click the following link to set the password on your account: https://nutrien-
poc.beyondtrustcloud.com/login/email reset password confirmation?code=74e271660bbe7e3b9f4b19512cadalf00dbl30ale6fes5fe9ce2ca2S5co0afbasa

F) Webpage to set password

Beys:m_jTrust
[E] Privileged Remote Access

Administrative Interface

LOGIN

‘You must set your password.

New Password

Confirm New Password =

SET PASSWORD

G) Use an authenticator app to scan the QR Code (e.g., Google Authenticator,
Microsoft Authenticator).

Insert the six-digit code generated by your authenticator app into the box. Then select,
"Activate Two Factor Authentication and Log In".

Beypnc_ITmst
Privileged Remote Access

Administrative Interface

Two Factor Authentication

Your administrator requires this account to have two factor
authentication.

Username

Password

1. Use a time-based one-time password (TOTP) authenticator app.

2. To register your account with the authenticator app, scan the QR
cade below or manually enter the alphanumeric code in the app.

UX3GOE63525P432P

3. Enter the six-digit code generated by your authenticater app below.

Activate Two Factor Authentication and Log
Login out
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STEP 3: Authenticate to NNRA BeyondTrust (formerly Bomgar)
Remote Access

Log into www.nnra.nutrien.com then click on Access Console.

H) Click, Launch Privileged Web Access Console

Consoles &
Downloads

o
©

@ ssenamet - Consoles & Downloads
Privileged

RemOte Access o o _ [‘ ‘

days. Please contact BeyondTrust for more information.

A Your software lice

BeyondTrust Priv

| LV

PRIVILEGED WEB ACCESS CONSOLE DESKTOP ACCESS CONSOLE

Preferences

(DAD ACCESS CONSOLE

(@ You can taunch theprivieged Web Access Console moce quickly by iiing hiiosi/nutien
RACD

bevondtrusicloud.com/console instead of visiting this page.

LAUNCH PRIVILEGED WEB ACCESS CONSOLE

¢ ame and Password at t 0
I) Shows endpoints for remote access
A JuMP ITEMS Actions w 9
JUMP GROUPS < My Jump Groups
Search [:]
My Jump Groups Q
Recently Used © create 5]
Personal
HostnameflP Jump Method
Blairstown, 1A
Blairstown, IA 1T26F23 Jump Client Blairstown, 1A ACTIVE [ON]
Dyersville, 1A
Blairstown, IA 6NNJ3T3 Jump Client Blairstown, 1A ACTIVE [ON] 1115/

IT Operations

J) Select, “Site required for remote access”. Then click, “Jump” to get remote access.

My Jump Groups Blairstown, 1A
search @

a
© create =

Online Since 11/19/2024 10:39:51 AM
Last Accessed at 11/19/2024 10:38:28 AM

e Hostname/p Jump Method Group Status Last Accessed
Jump Method
. jump Client
Blairstown, IA 1T26FZ3 B Jump Client Blairstown, IA 11/19/2024 10:38:28 AM H Jump
Jump Group

Blairstown, 1A
Blairstown, 1A BNNJ3T3 Jump Client Blairstown, 1A 11/15/2024 01:05:06 PM

7 items (1 Selected)

Hostname/IP

Need help?

If you still require assistance, please contact your local retail branch site to submit a
ticket.
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http://www.nnra.nutrien.com/

